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I
nterest in understanding how
genetic variations influence
heritable diseases and the re-

sponse to medical treatments is
intense. The academic communi-
ty relies on the availability of
public databases for the distribu-
tion of the DNA sequences and
their variations. However, like
other types of medical informa-
tion, human genomic data are pri-
vate, intimate, and sensitive.
Genomic data have raised special
concerns about discrimination,
stigmatization, or loss of insur-
ance or employment for individu-
als and their relatives (1, 2).
Public dissemination of these data poses
nonintuitive privacy challenges. 

Unrelated persons differ in about 0.1%
of the 3.2 billion bases in their genomes
(3). Now, the most widely used forms of
forensic identification rely on only 13 to
15 locations on the genome with variable
repeats (4, 5). Single nucleotide polymor-
phisms (SNPs) contain information that
can be used to identify individuals (5, 6). If
someone has access to individual genetic
data and performs matches to public SNP
data, a small set of SNPs could lead to suc-
cessful matching and identification of the
individual. In such a case, the rest of the
genotypic, phenotypic, and other informa-
tion linked to that individual in public
records would also become available.

The world population is roughly 1010.
Specifying DNA sequence at only 30 to 80
statistically independent SNP positions will
uniquely define a single person (7). Further-
more, if some of those positions have SNPs
that are relatively rare, the number that need
to be tested is much smaller. If information
about kinship exists, a few positions will con-
firm it. Thus, the transition from private to
identifiable is very rapid (see the figure). 

Tension between the desire to protect
privacy and the need to ensure access to sci-

entific data has led to a search for new tech-
nologies. However, the hurdles may be
greater than had been suspected. For exam-
ple, one approach to protecting privacy is to
limit the amount of high-quality data re-
leased and randomly to change a small per-
centage of SNPs for each subject in the
database (8). Suppose that 10% of SNPs are
randomly changed in a sequence of DNA, a
fairly major obfuscation that would not
please many genetics researchers. Our esti-
mates (7) show that measuring as few as 75
statistically independent SNPs would de-
fine a small group that contained the real
owner of the DNA. Disclosure control
methods such as data suppression, data
swapping, and adding noise would be unac-
ceptable by similar arguments.

A second approach is to group SNPs 
into bins. Disregarding exact genomic lo-
cations of SNPs increases the number of
records that share the same values, thus in-
creasing confidentiality. Our calculations
(7) show that such strategies do not protect
privacy, because the pattern of binned val-
ues is unlikely to match anyone other than
the owner of the DNA. Data analysis would
be greatly complicated by binning, and the
information content would be severely re-
duced or even eliminated. 

Until technological innovations appear,
solutions in policy and regulations must be
found. We are building the Pharmaco-
genetics and Pharmacogenomics Knowledge
Base (8, 9), which contains individual geno-
type data and associated phenotype infor-

mation. No genetic data will be provided
unless a user can demonstrate that he or she
is associated with a bona fide academic, in-
dustrial, or governmental research unit and
agrees to our usage policies (including audit
of data access) (10). Although this does not
prevent data abuse, it provides a way to
monitor usage.

Social concerns about privacy
are intricately connected to beliefs
about benefits of research and
trustworthiness of researchers and
governmental agencies. In the
United States, the Health Insurance
Portability and Accountability Act
of 1996 (HIPAA) and the associat-
ed Privacy Rules of 2003 (11) gen-
erally forbid sharing identifiable
data without patient consent.
However, they do not specifically
address use or disclosure policies
for human genetic data. Recent de-
bates in Iceland, Estonia, Britain,
and elsewhere (12–15), reveal a
range of views on the threats posed

by genetic information. The United States
may be at one end of this spectrum, as its cit-
izens seem to strongly desire health privacy.
Whatever the setting, we recommend explic-
it clarifications to rules and legislation (such
as HIPAA), so that they explicitly protect ge-
netic privacy and set strong penalties for vio-
lations. These clarifications should define
entities authorized to use and exchange hu-
man genetic data and for what purposes.
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PPoolliiccyy  FFoorruumm:: “Genomic research and human subject privacy” by Z. Lin et al.
(9 July 2004, p. 183). In the figure, the word on the colored arrow should be
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